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Abstract

Voice assistants (VAs) have become integral to daily life, yet
their always-on microphones make them attractive targets
for attacks that threaten user privacy and safety. We present
METAGUARDIAN, the first system to leverage acoustic meta-
materials to defend against three major classes of attacks for
VAs - inaudible, adversarial, and laser-based - within a single,
portable design. Unlike prior defenses, METAGUARDIAN can
be seamlessly integrated into the enclosures of commercial
smart devices, providing strong protection without requir-
ing software modification, hardware redesign, or costly ma-
chine learning models. METAGUARDIAN leverages mutual
impedance effects between metamaterial units to extend the
protection range to 16—40 kHz, effectively blocking wide-
band inaudible attacks. It also employs a carefully designed
coiled space structure to disrupt adversarial signals while
preserving normal VA operations. Its universal design allows
flexible adaptation to different devices, striking a balance be-
tween portability and protection effectiveness. In controlled
evaluations, METAGUARDIAN achieves a high defense success
rate across all attack types, offering a practical and reliable
foundation for securing VAs on smart devices.

CCS Concepts

« Security and privacy — Malware and its mitigation;
Artificial immune systems.

1 Introduction

Voice assistants (VAs) such as Apple Siri, Google Assistant,
and Amazon Alexa are now an essential part of modern mo-
bile devices and smart home systems [25, 37, 39, 43, 47, 49, 68].
Their growing ubiquity, however, has also exposed them to a
range of security threats [28, 44, 66], including inaudible, ad-
versarial, and even laser-based attacks. Inaudible attacks em-
bed malicious commands in ultrasonic or near-ultrasonic sig-
nals, which remain imperceptible to human hearing yet are
reliably recognized by VAs [12, 14, 28, 44, 45, 54, 55, 63, 66].
Adversarial attacks use carefully crafted audio inputs that
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sound benign to humans but are interpreted as harmful com-
mands by the system. Laser-based attacks go further, exploit-
ing amplitude-modulated light to remotely inject commands.
All three types of attack are highly covert, making them
difficult to detect and even harder to defend against.

A variety of defenses have been explored. Software-based
approaches monitor microphone input and attempt to de-
tect abnormal signals, disabling the VA if a threat is sus-
pected [32, 64, 65]. While attractive in principle, these so-
lutions suffer from reliability issues across different micro-
phone models, struggle to block malicious signals without
degrading usability [21, 45, 59, 66], and are difficult to de-
ploy on closed-source VA platforms. Hardware-based de-
fenses [21, 29, 46] typically require device modification or
additional active components, which increase cost, compro-
mise portability, and face similar reliability issues in complex
environments [21, 58, 59, 66].

Recent advances in acoustic metamaterials [16, 18, 27, 36,
38, 40, 41, 70, 72, 73] provide new opportunities to over-
come the limitations of existing defenses. These materials
exploit carefully engineered passive structures to manipulate
sound, selectively blocking malicious signals while preserv-
ing normal sound signals. Unlike software-based defenses,
metamaterials act directly on the acoustic channel before
signals reach the microphone, and unlike hardware mod-
ifications, they require no invasive changes to the device.
Their compact, passive, and low-cost nature makes them
well-suited for unobtrusive integration into mobile devices
and smart speakers. For instance, Figure 1 illustrates deploy-
ment scenarios where existing defenses are ineffective, but
metamaterials can provide a robust and practical solution.

Despite this promise, current acoustic metamaterials face
important challenges. Their narrow resonant frequency range
- the small band of sound frequencies at which the struc-
ture naturally vibrates and can therefore block signals ef-
fectively [35] - means that more than a dozen units may be
required to cover the spectrum of inaudible attacks, severely
limiting portability. Attempts to defend against adversarial
audio can also interfere with the recognition of legitimate



voice commands, reducing usability in practice. In addition,
variations in device shape and microphone placement make
it challenging to integrate acoustic metamaterials, further
hindering deployment in real-world systems.

We present METAGUARDIAN, the first VA defense system
that harnesses acoustic metamaterials to address the afore-
mentioned limitations, delivering a comprehensive, practical,
and portable solution. METAGUARDIAN introduces three key
innovations. First, it exploits the mutual impedance e [ect -
where nearby metamaterial units interact and extend each
other’s frequency response - to increase the filtering range to
16—-40 kHz. This allows METAGUARDIAN to block inaudible
attacks with only three units, reducing structural complex-
ity and enabling seamless integration into mobile devices
and smart speakers. Second, it incorporates a labyrinth-style
coiled metamaterial - an acoustic structure that folds long
sound paths into a compact volume, much like a maze forces
travelers to take a longer route in a confined space. This de-
sign enables strong control over specific frequencies, allow-
ing METAGUARDIAN to selectively distort critical bands (2—4
kHz) to disrupt adversarial inputs while minimally affecting
legitimate voice commands. Third, it provides a portable,
universal design adaptable to different microphone place-
ments, ensuring usability by transmitting legitimate com-
mands through reserved acoustic channels while suppressing
malicious signals.

We showcase that METAGUARDIAN can be easily fabricated
using low-cost resin 3D printing and requires no modifica-
tion to the target device or its software stack, or the train-
ing of machine learning models, which can be costly and
time-consuming. We evaluate the effectiveness of the META-
GUARDIAN prototype on nine commercial devices against
representative VA attacks: five adversarial attacks [14, 15, 54,
62, 63], three inaudible attacks [45, 55, 58], and one laser at-
tack [50]. Extensive experiments show that METAGUARDIAN
consistently defends against all tested inaudible and adver-
sarial attacks within practical attack ranges reported in prior
studies, while also providing protection against laser injec-
tion. Compared with existing defenses, METAGUARDIAN de-
livers the first integrated, low-cost, and portable solution for
safeguarding VAs.

This paper makes the following contributions:

e It introduces the first metamaterial-based VA defense sys-
tem that protects against inaudible, adversarial, and laser
attacks without software or hardware modifications.

o It demonstrates, for the first time, how mutual impedance
effects can be exploited to extend metamaterial filtering
to 16—40 kHz, blocking wide-band inaudible attacks with
compactness and efficiency.
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Figure 1: Deployment scenarios of METAGUARDIAN: (1)
protecting mobile devices in public without sacrificing
portability; (2) shielding smart speakers from inaudi-
ble, adversarial, and laser attacks.

o It presents a novel coiled metamaterial design that simul-
taneously disrupts adversarial inputs while preserving the
usability of legitimate commands.

e It provides a universal and portable design that is manu-
facturable via consumer-grade 3D printing.

Online material. The 3D printing CAD files and demon-
stration videos of METAGUARDIAN are available at https:
//github.com/Meta-Guardian/MetaGuardian.

2 Background and Related Work

In this section, we introduce the relevant background and
compare METAGUARDIAN with prior defense strategies and
alternative solutions.

2.1 Covert Attacks on Voice Assistants

Voice assistants (VAs) are vulnerable to three covert attack
types: adversarial, inaudible, and laser. Unlike traditional
transcription-based attacks, these can be executed without
the victim’s awareness, making them a greater threat [13].

Adversarial attacks embed malicious audio into conver-
sations or music to deceive voice assistants into executing
unintended commands [19, 53, 56]. For example, Comman-
derSong [63] hides adversarial perturbations in songs, while
VRIFLE [33] embeds them in user commands, enabling covert
control of VAs.

Inaudible attacks exploit ultrasonic frequencies, typically
between 16 and 40 kHz, to deliver hidden voice commands.
These attacks exploit weaknesses in how commercial micro-
phones process sound, particularly in the early stages of the
analog signal chain. In a typical microphone, an acoustic
sensor such as a microelectromechanical systems diaphragm
converts sound waves into electrical signals. These signals
are then passed to a preamplifier. Ideally, the amplifier should
increase the signal strength without altering its structure.
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However, due to limitations in device design, circuit imple-
mentation, and manufacturing processes, the amplifier of-
ten introduces nonlinear distortion when processing high-
frequency signals. This distortion leads to the mixing of
different frequencies. When an attacker sends an ultrasonic
signal that carries a voice command, the nonlinear response
of the amplifier causes frequency mixing. This process pro-
duces unintended low-frequency components that fall within
the normal range of human speech. These components re-
semble the original voice command and are interpreted and
executed by the voice assistant as if they had been spoken
aloud by a person [28, 44, 45, 66]. Although placing filters
before the amplifier can help reduce the impact of inaudible
attacks through analog signal processing, both modifying
commercial microphones and using external filters have prac-
tical challenges. Modifying built-in microphones is difficult
because they are usually integrated into closed proprietary
chips that do not offer accessible interfaces for hardware
changes. Furthermore, the wide variation in circuit designs
across devices leads to high costs and poor adaptability. Us-
ing external filters also introduces complications, as these
solutions require additional acoustic sensing components
and separate power supplies. This increases system complex-
ity and deployment costs, and makes them unsuitable for
everyday use.

Laser attacks use modulated laser beams to inject com-
mands into microphones, operating stealthily at distances
over 100 meters, posing severe risks to privacy and device
security [50].

2.2 Software-based Defenses

Software-based approaches have been proposed to counter
VA attacks. They employ varied tactics to counter voice
threats. For example, EarArray [65] detects inaudible attacks
via signal timing differences across microphones. NormDe-
tect [32] improves this by detecting missing features of the
attack signal without heavy data needs. MVP-EARS [64]
reveals adversarial attacks through voice assistant transcrip-
tion mismatches, and VSMask [52] blocks them with real-
time perturbations.

Software solutions often have limited reliability and may
block attack signals at the cost of disrupting the normal
operation of VAs. Their deployment is further challenged by
the lack of access to internal systems on commercial devices.
A key limitation is that detection methods based on signal
features do not generalize well across different platforms,
due to variations in microphone sensitivity and frequency
response (see also Section 6.3.1) [32, 65]. As a result, these
methods often fail in real-world settings. Some defenses try
to stop inaudible attacks by disabling the VA entirely, which
undermines normal usability [32, 45, 58]. Moreover, as shown

Table 1: Smart speakers’ audio access restrictions

Manuf. Product Name VA Access Restr.
Amazon Echo Series Alexa No
Apple HomePod Series Siri No
Xiaomi Xiaomi Speaker Series Xiao Al No
Huawei Huawei Al Speaker Series Xiaoyi No

in Table 1, many commercial smart speakers restrict access
to audio data for security reasons [32, 34, 65]. This restriction
makes it difficult to test or deploy software defenses on real
devices. Since simulation environments cannot fully reflect
the diversity of hardware in actual products, evaluations
based on them may lead to reduced effectiveness in practice.

2.3 Hardware-based Defenses

Hardware-based solutions introduce changes to the hard-
ware to defend against attacks on voice systems. For example,
AIC [21] uses an additional speaker array to interfere with
and block inaudible attacks. VocalPrint [29] uses millimeter
wave probes to detect throat vibrations and confirm that
the voice input is coming from a live human rather than a
playback device. Similarly, the work presented in [46] uses
a throat microphone to distinguish the user’s voice from
external speaker signals.

As hardware-based defenses require modifications to stan-
dard circuits or rely on non-portable active components,
they have limited practical feasibility. Commercial devices
usually adopt closed hardware architectures, making such
invasive modifications challenging for end users. These mod-
ifications are often non-transferable across devices and can
compromise functionality and stability, leading to compati-
bility issues [21, 29]. In addition, some hardware defenses de-
pend on bulky, power-hungry components, such as speaker
arrays or millimetre-wave radars [21, 29]. These solutions
hinder portability and restrict deployment, particularly in
outdoor or mobile settings. Furthermore, introducing ad-
ditional hardware or circuit modifications increases sys-
tem complexity and potential failure points. Attackers of-
ten exploit hardware-level traits, such as microphone non-
linearity [44, 45, 58]. While these defenses can reduce certain
risks, they may also create new vulnerabilities, such as in-
stability, that could serve as new entry points for attacks.

2.4 Acoustic Metamaterials

Acoustic metamaterials are engineered structures that con-
trol sound in ways ordinary materials cannot. By incorpo-
rating cavities, channels, or coils much smaller than the
wavelength of sound, they can bend, block, absorb, or filter
sound with high precision [16, 35, 72] . Much like a flute
or bottle resonates at a specific tone, these structures “tune”



sound waves, but at a much ner scale. Arrays of such units
can therefore act as compact, custom sound lters.
MetaGuardian leverages this principle to provide non-
intrusive protection for smart devices without requiring
changes to their software or hardware. Through carefully
designed internal structures, MetaGuardian modi es the
phase and amplitude of sound waves within targeted fre-
quency ranges3Q 35 61, 67], disrupting adversarial and
inaudible attacks. When fabricated from opaque resin, these

metamaterials can also block laser-based attacks. This en-

ables MetaGuardian to deliver e ective, low-cost, and ex-
ternal protection for VAs.

Ning et al.

@) (b)

Figure 2: (a) Helmholtz-like acoustic metamaterial unit.
(b) Filtering e ect of 13 units across 16 40 kHz.

Unlike software or hardware defenses, acoustic metama- tone). These resonators are e ective for ultrasound ltering,

terials act directly on the acoustic channel through their
passive physical structure. They require no power supply,
are compact in size, and can be placed externally in front
of a microphone, overcoming many of the limitations of
conventional solutions. Nonetheless, challenges remain in
broadening the ltering frequency range, preserving nor-
mal device functionality, and ensuring seamless integration
across diverse device designs, which MetaGuardian is de-
signed to address.

Metamaterials vs. analog lters. Acoustic metamaterials

act like analog lters for blocking acoustic signals. However,
as discussed in Section 2.1, analog lters are di cult to de-
ploy at scale in commercial devices. In contrast, acoustic
metamaterials intercept attack signals before they reach the
microphone, preventing e ective attack components from be-
ing generated inside the device. Therefore, MetaGuardian
require no modi cation to the microphone hardware, o er-
ing lower deployment costs and greater adaptability.

3 Our Approach

MetaGuardian leverages acoustic metamaterials to build

a VA defense system that is portable across devices and re-

quires no modi cations to the target device's hardware or
software. Developing MetaGuardian requires addressing

three key challenges: (1) Expanding the lIter range of acous-

tic metamaterial units to provide comprehensive protection

but their narrow bandwidth makes it di cult to cover the

full range of inaudible attack frequencies. To address this,
we propose a solution based on the mutual impedance e ect,
which broadens the ltering range of metamaterial units and
enables comprehensive defense against inaudible attacks.

3.1.1 Narrowband metamaterials. Helmholtz-like acoustic
metamaterials rely on their geometric structure to resonate at
speci ¢ ultrasonic frequencies, e ectively ltering targeted
bands BY. As shown in Figure 2a, these devices typically
consist of a cylindrical cavity connected to a narrow neck.
When external sound waves enter, the air inside resonates,
absorbing energy near the target frequency and reducing
the transmission of those waves.

The resonant frequencyy®an be estimated as [35]:

E

ED:W 1)

whereEis the speed of sound in air (343 m/s)is the cavity
depth, andAis the radius of the neck. By adjustingandA
resonators can be tuned to speci ¢ frequencies.

However, each unit only covers a narrow range, typically
1 2 kHz [39, while inaudible attacks span 16 40 kHz. As
shown in Figure 2b, covering this range requires about 13
resonators, which increases size and complexity and makes
integration with real devices impractical.

3.1.2 Broadband filtering with the mutual impedance e ect.

against inaudible attacks; (2) Achieving robustness againstRecent studies3s 4§ show that the mutual impedance e ect

adversarial attacks while preserving accurate recognition
of legitimate audio; (3) Ensuring portability across diverse
devices while balancing functionality and protection. The
following subsections (Sections 3.1 3.3) detail our solutions
to these challenges.

3.1 Expanding Filtering Range

Traditional acoustic metamaterials often rely on Helmholtz-
like resonators, which are small cavity-neck structures that
trap and absorb sound energy at a speci c frequency (much
like how blowing across the top of a bottle produces a single

can shift and broaden resonant frequencies when metamate-
rial units are placed close together. We exploit this property
to achieve broadband Itering with far fewer units.

Speci cally, mutual impedance increases the total impedance
of the system, which lowers and broadens the resonant fre-
quency range. The e ect depends strongly on how the units
are placed:

E ect of spacing. The strength of mutual impedance is
inversely related to the spacing ( between units:

1
/mutuaI/ (—"

(@)
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Figure 3: (a) Inaudible A ack Defense Metamate-
rial(IADM) and (b) its filtering performance in 16-
40 kHz range.

Smaller spacing increases acoustic coupling, making the res-

onance e ect stronger. Based on acoustic coupling theory,
this relationship is similar to how mutual inductance works
in electromagnetics. To balance performance with manufac-
turability, we set the spacing to"® mm, which maximizes
coupling while remaining feasible for 3D printing.

E ect of arrangement. The layout of the units is also im-
portant. A linear arrangement produces stronger coupling
than circular layouts, where destructive interference reduces
the e ect. Simulations con rm that linear spacing achieves
the strongest broadband Itering.

Implementation. Using these insights, we linearly arranged
three metamaterial units with 0.1mm spacing and heights
1=2mm, »=32mm, and 3 =48 mm. To validate this
con guration, we used the COMSOL Multiphysics frame-
work [5] to simulate the resulting resonant structures and

evaluate their acoustic response under our design param-

eters. COMSOL is a widely used multiphysics simulation
platform known for its ability to accurately solve coupled
acoustic-structural problems. It has been extensively vali-
dated in metamaterials and acoustics research, making its
simulation results highly reliable35 65. The simulation
results show that our design expands the resonance range
nearly fourfold, e ectively covering the 16 40 kHz attack
band. We refer to this con guration as the Inaudible Attack
Defense Metamaterial (IADM). As shown in Figure 3b, the
IADM reduces ultrasonic transmission to below 15%, demon-
strating strong protection against inaudible attacks.

3.2 Achieving Robustness

the normal operation of the voice assistant. Therefore, pre-
cise analysis and the design of metamaterials tailored to that
frequency range are necessary.

3.2.1 Selection of interference frequency bands. To ensure
the intelligibility of legitimate audio while e ectively in-
terfering with adversarial attack signals, it is crucial to se-
lect an appropriate interference frequency band. The clarity
of human speech (100-4000 Hz) primarily depends on the
rst (F1: 100-1000 Hz) and second formants (F2: 1000-2000
Hz) [11, 26, while the 2000-4000 Hz range mainly carries
consonant details, contributing only about 10% of the total
speech information entropy (high* totar  10%) 22, 51].
Conversely, adversarial attacks typically embed perturba-
tions in the 2000-4000 Hz frequency range to enhance their
stealth, allowing them to interfere with the normal operation
of speech recognition systems without being easily perceived
by the human ear 31, 42 57. Therefore, interfering within
this frequency range can maximize the suppression of adver-
sarial attacks while preserving essential speech content.
Coiling-up space-structured metamaterials can e ectively
neutralize adversarial attack signals by amplifying pertur-
bations and introducing nonlinear distortion. Adversarial
attacks typically add a small perturbatiod*Cfo the legit-
imate audio, with its power signi cantly lower than the
original signal:

Guav'C® = Gean'C?, X1C% x96° %gG,,'5%"  (3)

Metamaterials utilize frequency-selective resonance to
signi cantly amplify signals within a speci ¢ band. Given
a transmission gaint5 °, the processed signal is expressed
as:Gneta!C® = F1 f 150 4,159" when 15° 1 (ap-
plied only to the 2000-4000 Hz range), the perturbathorC°
is greatly ampli ed, introducing nonlinear distortion that
disrupts attack features:

xico=F f 150150 g 4)

Therefore, this metamaterial design e ectively weakens
adversarial attacks.

Advantages over direct Itering. While modifying the
IADM structure can also lter out the frequency band used
in adversarial attacks, this band also carries important infor-
mation for automatic speech recognition and speaker identi-
cation. As a result, direct ltering is likely to degrade these
functions and signi cantly impair daily usage. In contrast,
the space-wrapping metamaterial used by MetaGuardian

To address adversarial attacks, we propose a coiling-up space-selectively interferes with critical features of attack signals.

structured metamaterial capable of amplifying signal ampli-
tude within a speci c frequency range, thereby disrupting or
weakening the critical features of attack signals and neutral-
izing adversarial attacksld]. However, if the interference
frequency range is crucial for legitimate audio, it may a ect

Although it may introduce some impact on speech, it pre-
serves legitimate audio to the greatest extent, making it a
more practical and e ective defense against adversarial at-
tacks. Section 6.1 empirically shows the advantage of Meta-
Guardian over direct ltering.
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Figure 4: (a) Adversarial A ack Defense Metamate-
rial(AADM) and (b) its interference performance.

3.2.2 Metamaterial design for adversarial a ack defense. We
propose a novel coil space-structured acoustic metamate-
rial to enhance audio signals in the 2000-4000 Hz frequency

range and achieve interference e ects. As shown in Fig. 4a,
the metamaterial adopts a slender design, e ectively reduc-
ing its size and improving portability. It consists of two sets of
helical spatial structures that extend the propagation path of
sound waves to regulate the resonance frequency,
strong resonance within the target frequency band. During
resonance, the acoustic energy is concentrated and ampli ed,
thereby enhancing signals in this frequency range to inter-
fere with adversarial signals. The dimensions of the metama-
terial are as follows: length = 15mm, width : = 7%65mm,
height3 = 4"75mm, and internal channel widtt = 08 mm.

Initially, the resonant frequency of the acoustic meta-
material determines its response and ampli cation capability
for speci c frequency signals, and is closely related to the
internal path length! csiieq- The formula for calculating the
resonant frequency,gs:

2
4! coiled

®)

where2 denotes the speed of sound in air, which is 343 m/s,
and! oileq represents the length of the coiling path within
the metamaterial. As the frequency of the sound wave ap-
proximates the resonant frequency, the metamaterial demon-
strates its most potent energy response, thereby amplifying
signals within that particular frequency spectrum. By ju-
diciously selecting an appropriate path lengthgieq the
resonant frequency of the metamaterial can be modulated
to align with the designated frequency range.

In the proposed design, the speci ed target frequency
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Figure 5: (a) Mobile devices structure design and (b)
its filtering and interference performance.

is calculated using the following equation:
s

= 2d2
- A i (6)
_0 0

In this context, the refractive indexa = ',“’ﬂ’ is de ned as

blue

the quotient of the propagation speed of sound waves within
the metamaterial and their speed in air. By calculating the

generating path length ratio shown in Figure 4a, this refractive index

can be estimated. When an adversarial attack passes through
the metamaterial with a high refractive indexa, the sound
pressure is excessively ampli ed, leading to distortion. This
metamaterial is designated as the Adversarial Attack Defense
Metamaterial (AADM).

The COMSOL simulation results (Figure 4b) are consis-
tent with theoretical predictions, showing enhanced sound
energy within the 2000-4000 Hz frequency range, with a
maximum gain of 37.6 times at 3000 Hz. Subsequently, we
also veri ed in Section 6.1 and Section 6.2.1 that AADM e ec-
tively defends against adversarial attacks while maintaining
the integrity of legitimate audio signals.

3.3 Ensuring Portability

Although IADM and AADM each perform well in defense,
MetaGuardian faces practical challenges due to signi cant

di erences in structure and microphone layouts among main-
stream voice assistant devices. The key issue is how to inte-
grate both into a universal defense structure that balances
e ective protection with device portability and functionality.

To address this, we analyzed the structural features of mobile
devices and smart speakers and designed dedicated universal
defense solutions for each.

3.3.1 Structure design for mobile devices. When designing

range is 2000-4000 Hz, thereby setting the resonant center a universal structure for mobile devices, we rst analyzed

frequency as noted ify = 300(Hz. Using Equation 5, the
calculated coil path length is determined to be as indicated in
! coiled = 285mm. This con guration ensures that the meta-

their common form factors - typically at and elongated for
easy portability. To preserve this portability, MetaGuardian
adopts a similar shape. In addition, since most mobile de-

material produces a substantial enhancement e ect within vices use a bottom microphone for primary audio capture,
the designated target frequency range. Subsequently, after the structure must be installed at that location for e ective
determining! coileq, the sound pressure ampli cation factor  protection. Figure 5a illustrates our universal framework
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